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Indian Cyber Crime Coordination Center (I4C) (estd 2019) under CIS 
Division, Ministry of Home Affairs
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National Cybercrime Threat Analytics Unit (TAU)

National Cybercrime Reporting Portal 
(www.cybercrime.gov.in )

Platform for Joint Cybercrime Investigation Team

National Cybercrime Forensic Laboratory

National Cybercrime Training Centre (NCTC) 
(www.cytrain.ncrb.gov.in )

National Cybercrime Ecosystem Management Unit

National Cyber Crime Research and Innovation Centre

http://www.cybercrime.gov.in/
http://www.cytrain.ncrb.gov.in/


Prevention is better than Cure….. @Cyberdost

Twitter:       www.twitter.com/CyberDost

Facebook:   www.facebook.com/CyberDostI4C

Instagram:   www.instagram.com/cyberdosti4c

LinkedIn:     www.linkedin.com/company/CyberDostI4C

Telegram:   https://t.me/cyberdosti4c

YouTube:    https://www.youtube.com/channel/UCwNX6q3b_9mtKldvGoZZ7Gw

Public:       https://public.app/user/profile/1ZCQuF5wrRbR9lcsrtcZgsPkYfC2
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India’s vast Digital Finance Space

4Banks, Small Finance Banks, Payments Banks, Wallets…



Online Financial Frauds | ऑनलाइन �वत्तीय धोखाधड़ी

Suspicious 
SMS

Unknown 
Calls

Phishing 
Email

Fake 
Internet 
Search & 

Mobile Apps

5



Phishing  Websites – Internet Banking 
Risk

Username and Password , 

OTP are stolen using phishing 

(look alike sites)…..



1.  Use Credit / Debit Card Usage Limits from Mobile Apps
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2. Customer Care Number precautions

Prefer official site / app.

Verify Digital Advertisements

Refrain from installing software or 
code over phone

Never post confidential information on 
social media
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3. Safeguard your biometrics information 



4. Instant Loan Apps

» Rogue mobile apps can steal your contacts 
information & data.
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5. Social Media Apps

» Mandatory configure multi-factor 
authentication

» Verify online friends before involving 
in financial transaction.

» Refrain from sharing personal / 
intimate photos with strangers online



6. Cyber Safety Tips for Parents
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Restrict access to unwanted or 
dangerous apps
• Use Kids specific Apps
• Do not share financial passwords with Minors

Use Parental Controls apps if required
• Use Digital Well being and parental controls
• Oversee screen time

Social Media & Internet Usage
• Gaming communications
• Social Media Interactions of Minors



Online Financial Frauds – Handy links / contacts

» Immediately dial helpline number : 1930

» Report on www.cybercrime.gov.in (National Cyber Crime Reporting Portal)

» File a grievance at Bank immediately 
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http://www.cybercrime.gov.in/
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THANK YOU


